UBND THI XA BIM SON  CONG HOA XA HQI CHU NGHIA VIET NAM

BAN CHI PAO 138 Doc 1ap - Tw do - Hanh phic
S6:3253 /KH-BCD Bim Son, ngay 29 thang 9 nam 2023
KE HOACH

Tuyén truyén, phong chéng tdi pham “Lira dio chiém doat tai san”
trén khong gian mang”

Thoi gian gan ddy, tinh hinh t6i pham st dung cong nghé cao trén dia ban
thi xd dién bién phurc tap, kho ludng, gy thiét hai lén vé tai san cho nhan dén; bi
hai khong chi 1a nhiing nguoi ¢ thu nhap thap, that nghiép... ma ca nhitng nguoi
c6 trinh dg, cong viéc on dinh, can bd, cong nhan da nghi huu.v.v... cling bi cac
ddi tuong 161 kéo, ltra dao, gay birc xuc trong du luan xa hoi, anh huong dén an
ninh trat ty. Trong do ndi 1én 12 toi pham ltra dao chiém doat tai san trén khong
gian mang, cac ddi tuong st dung nhiéu phuong thure, thu doan mai, tinh vi, nhu
chiém quyén sir dung cac tai khoan mang xa hoi (Facebook, zalo...), mao danh
nguoi thin muon tién giai quyét viéc gap; gia danh co quan thuc thi phap luat,
can by co quan nha nudc, nhan vién ngan hang, nhan vién cham soc khach hang
cua cac nha mang dé thuc hién cac hanh vi lra dao chiém doat tai san; kéu goi
dau tu kinh doanh da cép, tién do, thiét 1ap cac trang mang ngan hang gia mao dé
lay dit liéu thong tin khach hang; hay gan day nhét 13 tha doan loi dung cong nghé
Deep fake (“Deepfake” la cong nghé vng dung tri tué nhan tao (Al) tao ra cac
san pham céng nghé am thanh, hinh anh va video lam gia doi twong ngodi doi
thuwe v6i do chinh xdc rdt cao) 1am gia cude goi video nham chiém doat tai san.

Co rat nhiéu nguyén nhan dan dén nhiéu ca nhan bi lra ddo, chiém doat tai
san, trong d6 nguyén nhan 16n nhat 1a do chwa c6 nhan thic day du, khong da kha
nang phat hién cac hanh vi lira dao cua cac ddi twong. Thuc hién Chi thi s 24-
CT/TU, ngay 14/9/2023 ciia Ban Thuong vu Thi iy Bim Son vé tang cuong lanh
dao, chi dao cong tac phong, chong tdi pham “Lira dao chiém doat tai san” trén
khong gian mang, Ban Chi dao 138 thi xd Bim Son ban hanh Ké hoach tuyén
truyén phong, chéng toi pham lira dao chiém doat tai san trén khong gian mang
vo1 cac ndi dung nhu sau:

I. MUC TIEU, YEU CAU

1. Pay manh cong tac tuyén truyén nang cao nhan thirc ctia can bd, dang vién
va nhan dén trén dia ban Thi xa vé cac quy dinh ctia phap luét trong phong, chdng toi
pham noi chung va tdi pham Itra dao chiém doat tai san trén khong gian mang noi
riéng; phuong thirc, thii doan ctia cac dbi tuong lira ddo chiém doat tai san trén khong
gian mang. Tir d6, ning cao chat lugng, hiéu qua cong tac phong ngira xa hoi, tién toi
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han ché va loai bo cac nguyén nhan, diéu kién ma cac d6i tuong co thé loi dung dé
thuc hi¢n hanh vi pham t1 trén khong gian mang.

2. Hinh thirc tuyén truyén phai phong pht, da dang, dé tiép cén; ndi dung
tuyén truyén phai bam sat quy dinh ctia phap luat va phu hop véi dbi tuong cling
nhu tinh hinh thyc té cua dia phuong, don vi.

3. Cong tac tuyén truyén phai duoc tién hanh thdng nhit tir thi xa dén dén
co soO; huy dong dugc su vao cudc tich cuc cua ca hé thong chinh tri, tur cép uy,
chinh quyén, cac co quan, ban nganh, doan thé va toan dan tham gia phong chéng
t6i pham, vi pham phap lut ndi chung va phong ngira, té giac hanh vi “lira dao
chiém doat tai san” trén khong gian mang néi riéng.

4. Viéc tuyén truyén, phd bién, nang cao nhan thirc va trach nhiém phong
ngira, chng vi pham phép luat va toi pham trén khong gian mang phai duoc thyc
hién thuong xuyén, tan suat phii hop; dam bao c6 trong tim, trong diém véi noi
dung, hinh thtrc phtl hop; gan véi viée tuyén truyén cac nhiém vu kinh té - xa héi,
dam bao an ninh - quoc phong trén dia ban Thi x4.

I1. NOI DUNG, BIEN PHAP THUC HIEN

1. Pham vi, d6i twong tuyén truyén

- Pham vi: Tuyén truyén trén toan thi xa

- Péi tuong: Can b, dang vién, hoc sinh, sinh vién, cong chtrc, vién chtrc,
cong nhan, nguoi lao dong va quan chiing nhan dan trén dia ban thi x4.

2. Noi dung tuyén truyén

- Cac quy dinh cua phap luat vé phong, chéng toi pham Ira dao chiém doat
tai san trén khong gian mang, nhat 1a: Ludt An ninh mang, Luat Hinh su,...

- Nhitng phuong thirc, thu doan, dac diém nhan biét va cach phong tranh
ddi voi loai toi pham Itra dao chiém doat tai san trén khong gian mang. Trong do,
tap trung tuyén truyén vé:

+ Thu doan goi dién thoai gia danh can by Nha nudc, dac biét 1a cac co
quan bao vé phap luat nhu: Cong an, Toa 4n, Vién kiém sat ... dé ltra dao chiém
doat tai san.

+ Thu doan 191 dung 1ong tham cua cac ¢4 nhan thong bao tring thudng 16n
dé chiém doat thong tin ca nhan, tai khoan ngan hang, yéu cau chuyén tién.

+ Thu doan chiém quyén st dung tai khoan (mang xa hdi Facebook,
Zalo...), 14p tai khoan mao danh nguoi khac, tuyén cong tic vién 1am viéc online. ..

+ Thi doan loi dung céng nghé Deepfake 1am gia cudc goi video... dé thuc
hién hanh vi lira dao chiém doat tai san.

+ Thil doan nhan qua gui tir nudc ngoai vé. ..

- Tam quan trong cua viéc bao vé cac thong tin dit liéu ca nhan; nang cao ¥
thire canh giac trong viéc cung cip céac thong tin ca nhan cling nhu viée xéac thuc
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con ngudi trude khi thuc hién viée chuyén tién bang hinh thirc internet banking;
hau qua, tac hai cua vié€c: ban, cho thué€, cho muon tai khoan ngan hang, ... dé
cac ddi tuong xau sir dung tai khoan ngan hang cua minh phuc vu viéc chuyén,
nhan tién, lam dau ra cho tai san chiém doat duoc.

- Két qua cong tac phong ngira, phat hién, ddu tranh, ngin chan cua luc
lwgng chic nang véi toi pham lira déo, chiém doat tai san trén khong gian mang.
* Trong tdm tuyén truyén: Theo phuong chim “4 khong, 2 phai”:

- “4 khéng” gdm:

+ Khong s¢: Khong hoang so khi nhan dugc dién thoai, tin nhén, cac thong
tin ma nguoi la mit giri d¢én c6 ndi dung xau lién quan dén c4 nhan va ngudi than.

+ Khéng tham: Khi c6 ngudi la goi dién hodc guri tin nhan thong bao dugc
trang thuong hoic nhan duoc qua, khoan tién 16n khong rd ngudn gbc thi khong
duoc tin 161 cac dbi tuong.

+ Khong két ban véi ngwoi lg: Khi co nguoi la mat trén mang xa hoi két
ban lam quen khdng rd 1a ai, muc dich thi khong nén két ban, bat chuyén, nhét 1a
khong duogc cung cap cac thong tin ca nhan dé dbi tuong c6 thé loi dung.

+ Khéng lam: Khi cac ca nhan khong quen biét yéu cau cung cap thong tin
c4 nhan hodc yéu cau chuyén tién hay 1am mot sd viée thi tuyét di khong duoc
lam theo.

- «2 phai” gom:

+ Phdi thuwong xuyén cdanh gidc: Chu dong bao mat cac thong tin ¢4 nhan,
nhat 12 cac thong tin quan trong nhu: Thong tin thé cin cudc cong dan; thong tin
tai khoan ngan hang; thong tin tai khoan mang xa hoi...

+ Phdi t6 gidc ngay véi co quan phdp ludt khi cé nghi ngé: Khi nhan duoc
cac cudc goi, tin nhén hodc cac nodi dung nghi ngo 1a hoat dong Itra ddao hoac khong
c6 co s& khang dinh noi dung thi cac c4 nhan phai bao ngay cho co quan Cong an
dé duoc hudng dan xir 1y.

3. Bién phap thuc hi¢én

Cac don vi, dia phuong, co quan, ban, nganh, doan thé, sir dung tdi da céc
phuong tién, diéu kién thong tin tuyén truyén hién co, két hop cac hinh thic tuyén
truyén truyén théng, nghién ciru, ap dung cac hinh thirc, phuong phép, phuong
tién thong tin tuyén truyén mdi, phong phu, da dang vé hinh thirc phu hop véi
thue té caa don vi, dia phuong. Trong d6 can tap trung mot sd bién phap sau day:

- Tuyén truyén trén khéng gian mang: Thuong xuyén tong hop thong tin,
tao cac bai viét, phong su ngén gon, dé hiéu... van dung cac ing dung dién ti, Cac
Fanpage, dic biét 1a trang Facebook, Zalo nhom ... nhanh chong dua thong tin vé
phuong thtrc, thu doan ctia cac d6i tugng, cac phuong phap phong, chong tdi pham
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ltra d0, chiém doat tai san trén mot cach nhanh nhéat dén véi cac c4 nhan tham
gia mang xa hoi.

- Tuyén truyén truc tiép: To chitc hoi nghi tap huén, tuyén truyén hoic 10ng
ghép ndi dung trong cac hoi nghi, 16p hoc, trong cac budi sinh hoat ciia co quan, don
Vi,... ntham truyén thong tin vé phuong thirc, thi doan ctia cac dbi tuong ltra dao, chiém
doat tai san trén khong gian mang va cac bién phap phong, chdng.

- Tuyén truyén qua phwong tién thong tin dai ching: Dai truyén thanh thi
X3 va cac trang tin ctia Cong an thi xd, Cong an phuong, x4, hé théng phat thanh
co s& dé dang tai, phat song cac tin, bai, phong su, video clip...

- Tuyén truyén bang cdc hinh thirc c6 déng: To chirc ké vé khau hiéu, bang
z0n tao hinh anh truc quan sinh dong dé hiéu, d& nhan biét va dé ghi nhd, hudng
t6i dong dao cac ca nhan it co diéu kién tiép nhan thong tin bang cac hinh thic
khac.

- Tuyén truyén thong qua cac Té an ninh xa héi: Thong qua sinh hoat dinh
ky To ANXH dé tuyén truyén truc tiép; tuyén truyén qua Facebook, zalo nhom,
phat to roi ... dén 100% cac To an ninh x4 hoi, phat huy vai tro cia cac T6 trudng
t6 ANXH dé thong bao rong rdi cac ndi dung can truyén tai dén timg ho gia dinh,
c4 nhan trong cac TO.

I1I. PHAN CONG NHIEM VU

1. Cong an thi xa

- Thuc hién vai tro 13 luc luong nong cot trong thuc hién xay dung, phat
dong phong trao toan dan bao vé an ninh T6 qubc trén khong gian mang, tham
muu cho ca hé thong chinh tri tir thi xa dén co s tuyén truyén dé nang cao nhan
thire, y thirc canh gidc cta can bo, dang vién, quan chiing nhan dan trong phong,
chéng t01 pham lwra déo, chiém doat tai san trén khong gian mang.

- Chu tri, trién khai cac bién phap cong tac nham kip thoi phat hién, ngin
chan, d4u tranh, xtr 1y ddi voi hoat dong ctia toi pham trén khong gian mang, quyét
tam 1am giam va tién t&i han ché thap nhat s6 vu lira dao, chiém doat tai san trén
khong gian mang.

- Pé xuat UBND thi xi t6 chuc in an; cip phat to roi thong diép “4
khong” (Khong so, khong tham, khéng lam va khéng két ban véi nguwoi la trén
khong gian mang), “2 phai” (Phai thuong xuyén nang cao y thirc canh giac, phai
kip thoi bdo cdo véi co quan phdp ludt khi phat hiéu dau hiéu nghi van liva ddo,
chiém doat tai san) dén 100% cac ho gia dinh, céac Tb an ninh x3 hoi, cic co quan,
doanh nghi¢p, truong hoc trén toan dia ban thi xa.

- Chu dong cap nhat thong tin, xay dung cac bai tuyén truyén, canh bao cac
thit doan méi cua t6i pham lra dao trén khong gian mang va huéng dan quan
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chung nhan dan xir 1y tinh hudng khi cac d6i twong lién lac dén thyc hién hanh vi
Itra ddo.

- Phéi hop véi cac co quan Tu phap thi xa xir Iy nghiém minh theo quy dinh
phap luat cac dbi tuong pham t6i loi dung khong gian mang, mang truyén thong
dé ltra ddo, chiém doat tai san.

- Kip thoi dé xuit biéu duong, khen thudng cac tap thé, ca nhan c6 thanh
tich trong cong tac tuyén truyén, phong, chdng to6i pham lira dao, chiém doat tai
san trén khong gian mang.

2. Phong Vin hoéa - Thong tin va Trung tam Vin héa, Thong tin, Thé
thao va Du lich thi xa

- Tham muru, trién khai viéc ap dung cac giai phap cong nghé thong tin
trong phong, chdng toi pham lira dao, chiém doat tai san trén khong gian mang.
Phoi hop véi cac co quan, ban, nganh trién khai cac ndi dung tuyén truyén, trong
d6 tap trung tuyén truyén vé nodi dung “4 khong”, “2 phai”.

- Thuong xuyén dang tai cac thong tin, bai viét, bai tuyén truyén... lién
quan dén: Luat An ninh mang; cic phuong thirc thu doan lira dao, chiém doat tai
san cua cac d6i tuong trén khong gian mang; két qua cong tac dau tranh véi cac
d6i tuong pham t6i trén khong gian mang...

3. Phong Giao duc va Dao tao

Huéng dan, chi dao cac truong hoc trén dia ban Thi x4 tuyén truyén vé cac
phuong thtc, thu doan cua cac ddi twong lira dao, chiém doat tai san trén khong
gian mang; huéng dan gido vién, can bd, hoc sinh, sinh vién xir 1y tinh huéng khi
cac d6i tuong lién lac dén thuc hién hanh vi lira dao.

4. Phong Tai chinh- Ké hoach

Phdi hop voi Cong an thi x4 1ap du tri va trinh UBND thi x4 duyét kinh phi
trién khai Ké hoach nay.

5. Dé nghi Mat tran T quéc Viét Nam thi xa va céac to chitc chinh tri -xa
hoi, cac ban nganh, co quan, don vi dong trén dia ban:

- Pay manh tuyén truyén, van dong hoi vién, doan vién va cac tang 16p nhan
dan ty trang bi kién thtrc, nang cao ¥ thirc canh giac trudc cac thu doan cua dbi
tuong vi pham phép luat trén khong gian mang; cac bién phap phong, tranh khong
dé bi cac dbi tuong Itra dao, chiém doat tai san.

- Day manh tuyén truyén “4 khong”, “2 phai” dén 100% can bd, cong nhan
vién, doan vién, hoi vién, nguoi lao dong.

6. Ban Chi dao an ninh trat ty cac phwong, xa

- Xay dung ké hoach va trién khai thuc hién & dia phuong, don vi minh.
Phan cong thanh vién Ban chi dao theo doi, kiém tra, don dbc viéc thuc hién tai
co s6. Phai xac dinh, cong tac tuyén truyén 1a cong tac quan trong, then chét trong
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nang cao nhan thuc, y thirc canh giac dé phong, chéng toi pham lira dao, chiém
doat tai san trén khong gian mang.

- T6 chire tuyén truyén dén 100% céan bo, dang vién, cong chure, vién chuc,
nguoi lao dong va cac tang 16p nhan dan trén dia ban vé ndi dung “4 khong” “2
phai” va cac phuong thure, thu doan cua tdi pham Itra ddo trén khong gian mang.

- Tang thoi lugng tuyén truyén trén hé thong loa truyén thanh phuong, xa.

- Chi dao 100% cac khu phé, thon, xom va t6 ANXH td chuc hop nhéan dan
dé tuyén truyén; mdi khu phd, thén, xom treo tdi thiéu 02 biang z6n hodc khau
hiéu tuyén truyén.

- Thudng xuyén da dang hoa cac hinh thirc tuyén truyén, trong d6 can chi y dén
cac trudng hop it dugc tiép can thong tin, cac trudng hop nhe da, ngudi c6 hoan canh
kho khin, ngudi cé trinh d6 nhan thirc chua cao... dé to chuc tuyén truyén.

IV. TO CHUC THUC HIEN

1. Can ctr ké hoach nay cac co quan, don vi, ban, nganh néu trén, Ban Chi
dao ANTT cac phuong, xa xay dung ké hoach, t6 chirc trién khai thuc hién nghiém
tac, giri K& hoach trién khai (trueéc ngay 10/10/2023) va béo cao két qua thyuc hién
01 thang cao diém (trudc ngay 31/10/2023) vé Cong an thi xi (qua Poi Tong hop).

2. Céc thanh vién Ban Chi dao 138 phu trach cac dia ban phuong, xa, don
vi chiu trach nhiém kiém tra, dén déc viéc thuc hién ké hoach nay.

3. Giao Coéng an thi xd huéng dan, theo doi, kiém tra, dén ddc viéc trién
khai thuc hién Ké hoach nay; tong hop tinh hinh, két qua bao cao Cong an tinh,
Thi iy Bim Son, Ban Chi dao 138 Thi xa theo quy dinh./.

Noi nhdn:

- BCD 138 tinh;

- Phong PV01 — Cong an tinh;
- BTV Thi uy;

- Thanh vién BCD 138 thi xa;
- BCD ANTT céac phuong, xa;
- Luu: VT, CA thi xa.

TM. BAN CHI PAO
TRUONG BAN

CHU TICH UBND THI XA
Trinh Tuan thanh
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